Summer Vacation
Cybersecurity Tips

Many employees stay "connected" while vacationing. Here
are some tips to keep company information safe while on
vacation!

Unsecured Wireless Networks

e Public wireless networks are convenient but not secure. Do not conduct
sensitive business activities using a public wireless network. If you do, use
a company-approved VPN.

* The phone carrier network is more secure than public Wi-Fi.

Portable Device Security

e Smartphones, laptops and tablets are valuable to thieves and easy to sell.
Don't let these devices out of your sight and lock them up.

Disable any auto-connect to Wi-Fi and Bluetooth.

Ensure devices are up-to-date with software patches.

When flying, carry portable devices on your flight.

Make sure all portagle devices are protected with passcodes and
encrypted where possible.




